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O PUCKAX NP ANCTAHLUMOHHOM BAHKOBCKOM OBCJTYXXUBAHUU

baHk Poccun oTmedvaeT, 4TO B MoOcnegHee BpeMsi B POCCUMCKOM cerMeHTe cetu VHTepHeT
y4yacTUNUCb CeTeBble aTaku Ha CalTbl U cepBepbl (Janee - pecypcbl) KPeAUTHBIX OpraHuM3aLmmn, a TaKkke
NnonbITKM  HEMPaBOMEPHOro  MOMNyYeHWUst MepcoHanbHOW  WHopMauun nonb3oBaTene CUCTEM
OncTaHuMoHHOro GaHkoBckoro obcnyxuBanusa (ganee - OBO) (maponwu, CeKpeTHble KI4YM CPeacTB
LWMdpPOBaHMA U aHanoros cobcTBeHHOpy4YHON nognucy, MNMNH-kogbl 1 HoMepa GaHKOBCKMX KapT, a Takke
nepcoHanbHble JaHHble UX Briagenbsua).

Hanbonee pacnpocTpaHeHHbIMK SBMAIOTCA  pacrnpeferieHHble aTakM Tuina  "oTkas B
o6cnyxmBaHmMmn", Npu KOTOpbIX BOMbLIOE KONMMYECTBO KOMMbLIOTEPOB (OT HECKONbKMX COTEH OO COTEH
TbiCs4), NporpaMMmHoe obecnevyeHne KOTOpbIX NpeaBapuUTeNbHO crneuunanbHbiM 06pa3om ANCTAHLMOHHO
MoandumumpyeTes nuuamu, npeanpuHMMarowMMm NonbITKU HENPABOMEPHOrO NOSyYEHUsI NepPcoHarnbHOM
uHpopmaumm none3osatenen cuctem OBO, no komaHAe ykasaHHbIX MWL Ha4YMHaOT OAHOBPEMEHHO
HanpaBnATb MacCOBbIE 3aMNPOChl HA aTaKyeEMbIN pecypc, CEPbE3HO HapyLuas b0 MOMHOCTLI0 BroKNpys
ero paboty. Mpu aTOM Bragenewl pecypca, kak npaBwuio, He MOXEeT caMocTosITenbHO, 6e3 nomoLm
npoBavigepa VIHTepHeTa, BOCCTaHOBUTbL paboTocnocoOHOCTb pecypca. MNpoaomknTenbHOCTb atak MoXeT
COCTaBNSATb HECKOMbKO CYTOK, B TEYEHUEe KOTOPbIX OKa3biBaeTcs HeBO3MOXHbiM B0 MHoOXecTBa
KNNEHTOB KPEOWTHOW oOpraHu3aumu, 4YTO MOXEeT HaHecTu npamon yuwepb 3Tol opraHusaumMm u ee
KnueHTam.

B cBs3n ¢ msnoxeHHblMm baHk Poccunm cuutaet uenecoobpasHbiM pekoMeHAoBaTb KpeauTHbIM
opraHu3aumsm BKMNoYaTb B OOrOBOPbI, 3aknioyaemble C nposavgepamu WHTepHeTa, o6s3aTenbcrBa
CTOPOH MO MNPUWHATUIO Mep, HamnpaBliEHHbIX Ha OMepaTMBHOE BOCCTaHOBMNEHME (YHKLMOHMPOBaHUSA
pecypca npyv BO3HUKHOBEHUWN HeLUTaTHbIX CUTyaLMK, a Takke OTBETCTBEHHOCTU 3a HECBOEBPEMEHHOE
NCMOSTHEHNE Taknx 00A3aTeENbLCTB.

Mpn coBeplleHUM MONBLITOK HENPaBOMEPHOIO  MOSyYEeHUs  MNepcoHanbHOW  MHGOpPMaLMu
none3oBatenen cuctem OBO knueHTamM KpeaWTHbIX OpraHM3auuii No CUCTEMaM INEKTPOHHOW MOYThI
HanpaBnAKTCA COOBLLEHUSs, B KOTOPbIX NMOA4 KakMMU-NMbo npeanoramu (TEXHUYECKOE NEPEBOOPYXEHNE
opraHu3aumv, obHOBNEeHWe unu ceepka 0a3 JaHHbIX KPegUTHOW opraHusauuMu u T.M.) npegnaraetcs
BBECTU C KraBMaTypbl KOMMbOTEPA YKa3aHHbIE KOAbl B MONSA 3KpaHHbIX hOpM B XOA4E MMUTUPYEMbIX
CeaHCoB WH(OPMALMOHHOIO B3aUMOLEWCTBUA C KPEOWMTHOW opraHusauven (K npumepy, 4epes
co3faHHbIn aybnvkat ee web-canta). OQHOBPEMEHHO Ha KOMMbIOTEP KIMEHTa C web-canmTa MoryT
nepefaBaTbCs BPe4OHOCHbIE NMPOorpamMMbl, SBASIOLLMECS KOMMNLIOTEPHBIMM BUpYyCcaMn Unu "3aknagkamu”,
BbIMOMHAOWMMM B (QOHOBOM pexume paboTbl CKpbiTble (DYHKUWMW, CBA3aHHbIE C HENpaBOMEPHbIM
nony4yeHneM nepcoHanbHoOn nHdopmaumm nons3osatenen cuctem AB0.

HabniogatoTca cnyyam HenpaBOMEPHOro MOMyYeHUs1 PEKBU3UTOB OaHKOBCKMX KapT npu
nposedeHun onepaumi 4depesd 6aHkomatbl. [lpy 3TOM WCMNOMBL3YIOTCA HaknagHble YCTPOWCTBa Ha
knaeuatypy ansa Beoga [VMH-koga wnn Ha ycTpOWMCTBO ANsi NpueMa kapT B OaHkomaTt, a Takke
crneumnansHO NPUCNOCOONEHHble ONnNa 3TuxX uenen "danblimeble” OaHKOMaTbl, KOTOPblE HE3aKOHHO
yCTaHaBMMBalOTCS, Kak NpaBumo, B HE KOHTPONUPYEMbIX KpeaUTHbIMWU OpraHn3aLmMsaMyM MecTax U BHeLLHe
He oTnu4yatoTcs oT 6aHkomaToB, ncnonb3yembix Ans OBO KNMeHTOB KpeauTHbLIX OpraHn3aLmnin.

HenpaBomepHO Nosny4YeHHbIe pPa3nnyYHbIMKM CNocobamu pekBU3nTbI HAHKOBCKUX KapT MCMOMb3YHTCA
AN U3roToBneHnsa nogaenbHbiX GAHKOBCKUX KapT, YacTUYHO (Tak Ha3biBaeMbll "Genbii nnactuk") mnm
NOMHOCTBLIO MMUTUPYIOLWMX nognuHHble. [Npu ncnonb3oBaHum B HGaHkomatax noggenbHble 6aHKoBCKue
KapTbl NPefocTaBnAlnT ux obnagarensam Bce BO3MOXHOCTU MNOASIMHHbLIX BaHKOBCKMX KapT.

B Lensx HenpaBOMEPHOro nornyYyeHns nepcoHanbHon uHgpopmaumm nonb3oartenen cuctem 4650
3aMHTEpPEeCOBaHHbIE NMLA UCMOMb3YIT Takke pasfnuyHble BapuvaHTbl TeneOoHHOro MolleHHu4ecTBa. B
YaCTHOCTK, OTMEYalTCA Cryyanm HanpaerneHust MOLUEHHMKaMM Ha MOOWMbHble TenedoHbl KIMEHTOB
KpeOouTHbIX opraHusaumn SMS-cooOleHnin 0 HeOOXOAMMOCTM MO3BOHUTL MO HOMepam TernedOoHOB,
KOoTOpble B AEWCTBUTENBHOCTU He MNpuvHaanexar 9TUM opraHusauusam. Takke MMelT MeCTO 3BOHKU
KnueHTam c coobLieHnemM aBTOMH(OPMATOPOB O MpPedoCTaBeHMM NPOAYKTOB U ycnyr GaHka
NPeaNOXEHNEM HaXaTb OonpedeneHHble KnaBuWKM Ha TenedoHe ANA NOATBEPXKAEHUS corfnacusi B UX
npuobpeteHun m T.N. TeM cambiM KMeHTbl 6aHka MNpPOBOLMPYIOTCA K BCTYMMIEHUIO B KOHTaKTbl C
MOLLEHHVKaMW, LENbl KOTOPbIX B TOM YUCIIE MOXET SABMATbCA MNOfyvYeHne KoHmaeHUmManbHom
KITMEHTCKOM MHdopmauun (Hanpumep, Homepa 6aHkoBckon kapTbl 1 MNMNH-koga).

B cBa3n ¢ wusnoxeHHoiM baHk Poccum oOpawaeT BHUMaHWE KPEAUTHbLIX OpraHu3auun Ha
HeobX0AMMOCTb pacnpoCTpaHeHNs NpedynpexgaroLlen nHopMauumn 4ns CBOUX KIMEHTOB, B TOM Yuche
C UCNoMb3oBaHWEM MpPeAcTaBUTENbCTB B ceTu WMHTepHeT (web-canTtoB), O BO3MOXHbLIX Criyyasix



HenpaBOMEPHOro Nofy4YeHnsi NnepcoHanbHoN nHdopmaumm nons3osatenen cuctem [60. B coctaB Takow
UHdopmaumm LenecoobpasHo BKNOYaTb onucaHue oduumnanbHO UCMONb3yeMbIX CMOCODOB U CpeacTs
WH(OPMALIMOHHOIO B3aVMOAENCTBUS C KIMEHTaMu, a Takke OMUCaHWs MPUEMOB HenpaBOMEPHOro
nony4YeHnsi KOAOB MepPCOoHarnbHON nAaeHTUMMKaLUnM KNMeHToB, nHopmaumm o BaHKOBCKMX KapTax u Mep
NPeaoCTOPOXHOCTU, KOTOpble Heobxoaumo cobniogatb KnueHtam, nonb3yowmmca cuctemamm O0B0O. B
KayecTBe NoaobHbIX Mep KpeauTHbIE OpraHu3aumm mornu 6el, HanpumMep, PEKOMEHAO0BATb KIMEeHTaM:

- WCKMIOYMTb BO3MOXHOCTb HEMNpPaBOMEPHOrO MOMyYEeHWs MNepcoHanbHOM  MHOpPMaLMK
nones3oBatenen cuctem 60 (He nepeaasaTb HEYNONMHOMOYEHHBIM NULAM);

- OCyLlecTBnATb onepauuMum C UcCMnonb3oBaHMeM 6aHKOMaToB, YCTAHOBMEHHbIX B 0Ge3onacHbIX
MecTax (B rocygapCTBEHHbIX yupexaeHusax, nogpasfenennsix 6aHkoB, KpYNHbIX TOProBbIX KOMMEKCaX,
rocTUHUUax, asponopTax u T.n.);

- He wucnonb3oBaTb OaHKOBCKME KapTbl B OpraHM3auusix TOProBNM W OOCNYXUBAHWS, He
BbI3bIBaAOLLUX JOBEPUS;

- MpW COBEpLLUEHUN onepaumin ¢ 6aHKOBCKON KapTon 6e3 ncnonb3oBaHms 6aHKkOMaToB He BbinycKaTb
€e 13 Nons 3peHus;

- He nonb3oBaTbCs YyCTponcTBamu, Kotopble TpebyioT BBoga [MMH-koga pna pgoctyna B
nomeLlleHve, rae pacnonoxeH 6aHkomar;

- He ucnonb3osaTtb NMNH-kog npu 3akasze ToBapoB NMbo ycnyr no TenedoHy/dakcy nnm no cetu
UHTepHerT;

- MpYM HanuuMmM BO3MOXHOCTWU, NPeaoCTaBNAeMOn KpeaUTHOW opraHusaumen, WUcnonb3oBaTb
PEeKBM3UTbI KapTbl OOHOPA30BOrO0 WUCMONb30BaHWA (Tak HasblBaemMoW "BUMpTyanbHOW KapTbl") Ang
OCYLLECTBIEHUS OnnaTtbl TOBapoB NMbBo ycnyr yepes ceTb MIHTEPHET;

- nonb3oBaTbCsa ycnyron SMS-onoBelleHns 0 NPOBEAEHHbIX onepaunsx ¢ npumeHenvem OBO (B
crny4ae BO3MOXHOCTM MOMYyYEHNs Takon yCryru);

- OCYyLLecCTBNATb MHMOPMAaLMOHHOE B3aUMOAEWNCTBME C KPEOWUTHOW oOpraHv3aumen TOMbKo C
NCMNOMb30BaHNEM CpPeAcTB CBA3W (MOOWMbHbIE M CTauuoHapHble TenedoHbl, (hakcbl, UHTEPAKTUBHbIE
web-canTbl/noptanbl, 0OblMHAs W 3NEKTPOHHas MOYTa W Mp.), PEKBU3UTbI KOTOPbIX OrOBOPEHblI B
[OOKyMeHTax, nosfiy4aeMblX HeNoCcpeaCTBEHHO B KPeAMTHOM opraHu3aumu.

HacToswee nucbmMo noanexut onybnukosaHuio B "BecTHuke baHka Poccun”.

[oBeanTte cogepaHve HaCTOSALEro NMCbMa A0 CBEAEHUS KPEAUTHbIX OpraHn3aumi.
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