.A Anwda-banu

BaHKOBCKMe KapTbl, NPOAYKTbI U TEXHONONUM.
OcHoBHbIe yrpo3bl 2015, 2016, ...20XX

Anekceu lNoneHuwees

HAupekmop

Hupekyusi MOHUMOpPUH2a 371IeKMPOHHO20 6u3Heca
OAO «AJIb®A-BAHK»

UneHn MasterCard Europe Fraud Advisory Committee



OCHOBHble NMNOCTaBLLUUKWN NOoAAE/IbHbIX
KapT / KOMN. AaHHbIX / XULWEHUS OEHEr =

A Anbda-baHK

NMoppenbHble KapTbl:
AmepuKaHckue Toprosble cetu, ATM skimming, POS/mPOS skimming,

NeHbru - BaHkomarbl.

«TpaAULMOHHDBIN» CKUMMUHT, 3apaxeHue MO baHkomaToB, npamon aucneHc (Black Box), Host
Emulation, Cash trapping, B3pbiBbl, MOXULLEHUSA ...

dneKTpoHHaa / MobunbHaa Kommepuua / A0

Ataku/3aparkeHue N0 mob. TenedpoHos. MogaensHbie canTbl / cepBuchbl/npunoxkeHua. Toprosns
KOHTpadaKTomM. « MHBECTULMOHHBIN dpoa». «[TporpaMMHO — COLLMANbHAA NHKEHEPNAY

«BbecKoHTaKTHbIN ppog?!»
YA3BMMOCTM BECKOHTAKTHbIX TEXHONOMMIA, MUPbI U AENCTBUTENBHOCTD... «[lepcneKkTUBbI»...



MoaaenbHble KapTbl /-

* ~ 40 mnH.KapT (2014r., Bcero ~ 106 mAH.)




HeKkoTopble pacueHKu Ha ycayru *

 RAT (remote access trojans) (c
KpuntoBaHuem ana obxoaa
aHTMBMpYycos + 50-15089)

* Remote exploit
* Bots

e Online bank accounts
e DDos attacks

e Doxing (c6bop nHP. 0 «uenm»)

.A Anwda-banu

« 50-2505

* 50 (peHb)- 600S(mecau)

. OT20$(1000), 90$(5000),
160S5(10000); x 10 (unique installs)

* o1 6% («verified» balance)

e 3-55(vac); 60-90S(aeHb); 350-
600S(Henens)

e 25-100S

*(no matepuanam Dell Secure Works Dec.2014)



MpaiAc-AncT Ha XakepcKue ycTpomcTea

ATM PIN skimmers US$315
ATM skimmers US$1,261
. ’ Includes ATM cards, IDs, dongle

Banking credential : ,

passwords, and subscriber identity US$126-158
packages

module (SIM) cards

QQ, TaoBao Bank of China, and

Industrial and Commercial Bank of UsS$s1 Us$79

China (ICBC
Fake websites { i

Various online games US$16-32 US$16-32

Online game trading sites US$81-97 US$79-95
Leaked data packages US$0.16
Local third-party 10,000 downloads USs$7 Us$s-16
app (for Android™)
popularity boosters 100 comments US$32
Pocket skimmers US$142
PoS skimmers UsS$788
Scanned fake Chinese, US, and Canadian

' US$5 US$5

documents passports




Service

Apple App Store
app-rank boosting

Details 2013 price 2014-2015 price

Into the top 25 free apps list US$3,400 US$7,248
Into the top 50 free apps list US$2,300 US$4,097
Into the top 100 free apps list US$980 US$2,521
Into the top 150 free apps list US$1,891

' Into the top 5 paid apps list US$9,800 US$4,007
Into the top 10 paid apps list US$6,400 US$3,466

| Into the top 25 paid apps list US$3,400 USS2.;$677
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ATM skimming (pre-head skimming) /-




“Cardreader skimming” /-
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Card reader skimming
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POS/mPOS /-




FhasHaa Bcraska PasmeTka crpaHuubl Dopmynsl JaHHbie PeueHsnposaHue Bug Haagcrpowkun Dopmat W o P
Picture 7 v (= v
7 =

o U LL
EESEN P UD PO

@SBERBANKS

URALHOIG0 il

“\*E u

SIEPAN AVOEEY

a3 BAHKOBCKOM KAPTOWM ST
a4 .

iy
a2)  MOAAPOKNPW ONJATE A Al
==

ghl | AN IS St
4 4 » M| Sheetl Sheet? ~ Sheet3 ~¥J i |>E|
tad R e —C

Y




Piatinum

HSBC:- p¢

The worlds local hank

& CBEPBAP

S331 3451 49498 0159

i Yo 12/14 v '.-.-..; 01111““02115
61FT FOR YOU @
8§ L1712

345] 4998 pgin
SIFT FOR Yoy

FUTRTLE T,

£33]
5485

Sas I HCcge Ok
We 12714
81FT For Yep

Lo

MONTHIYEAR

e [2/14
GIFT FOR ﬁfﬂ

-




Bunka c mukpocxemont ?1 B 4 o




3noBpeabl (Ploutus, Tyupkin)
“Suceful” 25.08.2015? ﬂ o abaen

- Windows-based ) " XFSAPIs  Register \k
“1 ~ Open
. Execute

Application
Or

3 XFS Manager - Service :
Providers

XFSSPIs  Register
Open
~ Execute

m
* [OCTYN K ANCNEHCEPY, KapA-pUAEpPY, KnaBmaType
* YTeHWe BCeX AaHHbIX KapT (B T.4. AaHHbIX C YMNa KapThbl)
* YTeHue, NogaBneHMe JAaTYMKOB BaHKoMmaTa (YToObl n3berkaTb 0H6HapyKeHus)

* yaepxaHue uau Bblbpoc KapTbl No TpeboBaHuo (PpU3nYecKkn No3BoONAET YKPACTb KapTy),
nT. A.



“Black Box”



1 TEXHAUMECKWE PABOTHL
1 ROZ0KHOBIE HO
UCE BPEVA
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«Ypap HUXxKe cenda»
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Hot Pﬁ‘BapblBﬁa“H"KO a B MockBe nonan Ha Busieg

VNWJ.YOUtUbE.COI"n 0T06pa>KaeTc9| B NONHO3KPaHHOM pexuMe. PaspewnTb OBbi4HbI PEXUM

NAGAT INSKOE

2~3047

1" > /

P M ) 000/338

"¢ 0:06



\.Wm.youtube.com 0T06pa>KaeTc9| B NONHO3KPaHHOM pexuMe. PaspewnTb OBbi4HbI PEXUM

P M ) 0127338



PaspewuTb

P ) 0247338



Ho ’oﬁ.BspblBéa,H,Ko paTaiB:MockBe nomas Ha Buaeq

VNv’W.YOUtUbe.COﬂ'I OTOGDB)KBETCR B NONTHO3KPaHHOM pexunMe. PaspewnTs OBbIuHbIf pexiM
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HouHomBspbIBiGaHKOMaTaiB MocKkBe nomas HaByuaeQ 0 <
A -~ 4
www.youtube.com 0To6paxaeTcs B MOHO3KPaHHOM PEXUME. PaspewnTs OB it pesxim I B MTE C b
e I Y LS ‘ \

NAGAT INSKOE HA HOBQE
BYOEO KAHAJIA

2~3047

9y,

P W ) 1057338




Ho4yHoM B3pbiB 6aHKO

vnwv.youtube.com o*roﬁpa)KaeTcn B NONTHO3KPaHHOM pexunMe. PaspewnTs OBbi4HbI PEXUM

)" 3067338



HouyHow B3pbiB 6aHKoMaTa B MockBe

www.youtube.com 0TobpaxaeTca B NOMHO3KPaHHOM pexume. Paspewnts OBbi4HbIi peskim




HouyHoM B3pbIB 6aHKO

‘.’»l"V‘-’»I.VOUtUbE.COﬂ"I OT06pa)Ka€TCﬂ B NOMHO3KPaHHOM pexUuME. PaspewnTs OBbIuHbIA pexiM

Pl ) 3097338



Pl ) 3207338




Ho4yHoM B3pblB 6aHKOMA

mw«.youtube.com oroﬁpa)xae*rca B NONMHO3KPaHHOM peXxuMe. PaspewnTb OBbI4HbI PEXUM

('t(»‘ Ofl“ {.U :
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FOREX mmcis Group | T‘u UM“ ?Hl

OBPALLEEHWE NMPE3VMAEHTA

Hoeoctu BCE HOBOCTH

T YBAMAEMEIE KNHEHTE KomnaHuu!

Hossie thakmel no deny o
XULUEHUU OBHEE KITUEHIMOe
womnanuy MMCIS nmamexwol
cucmewmod Dengi Online nodaxw 8
lexnpokypamypy P@

Nogpobhes...

CeronHa MHe 04eHb HEMNPOCTO FOBOPWTE 3TO, HO A BIHYAOEH COENATE 3TO
33ABNEHNE.

KOMMAHWUA MMCIS NPUOCTAHABNWBAET CBOK PABOTY!

2014-12-08

Janenenue om FOREX MMCIS
group & [eHepansHyo
npokypamypy PO MpuxAmo K
paceMOoMpeHUa

HECMDTpﬂ Ha TO, 4TO MHE W BCEM, KTO OCTaNCA BEREH KOMMAHWN, XO0TENOCE QpYyroro,
Mel BN EEIHYH 0 EeHEl MOMTA HA 3TOT LWar, B CEA3N C TEM, YTO B KOMNaHWKW
3aK0OHYNNNCE PECYPCEL, uToBel obecneyneaTs & pEEDT}" TEXHUYECKN.

¥ Hac NpocTo HeT AeHer, 4Tobkbl PMHAHCHPOBATL OTAEN KNUEHTCKOR
NOANEPHKKN, TEXHHYECKUA W (DMHAHCOBLIA LenapTameHT, NOTOMY KaK 40X04k6l
KOMMNAHUA HE NOMYYAET Y3KEe HECKONEKD MEeCALESE, a ee COOCTEEHHEIE feHEr Grinn
MONHOCTEH NOTPAYEHE! 33 3T0 BREMA.

Nogpotues...
2014-11-21
Sarenexue 8 MeHepansHyw0
Mpokypamypy Pocoulickod
Qedepayuu om MMCIS inc, ID
458056 JIeEMHAA QoNA aKTMEOE HaWweRl KoMNaHWK BLINa NonpocTy 2aXea4YeHa W NPUCBOEHA TPETEHMMU NHUAMH.

MNogpotnee...

DakTUYeckl TakMe KoMNaHm, Kak «deHsrn OHNaliHe NONRPOCTY YKPanK 4eHerl HAWWK KNWeHTeE W 2abnoknposany Hawy
paboty.

B,ﬂﬂHHBﬁ CHTYaUWH Ham He OCTaeTCA HHYero bonbwe kak nepeBecTl pﬂ36“pﬂTBﬂhCTBD no 3TOMY BEONPOCY B
npaeooxXpaHUTenkbHbIE OpraHbl U CyO.

Mel co ceoei CTOROHBI COENANW BCE, UTO MOMIW, yTobkl EE[HYTE NOXWLLEHHEIE JEHBEIW, OOHAKO CEAYAC Mo¥HO
KOHCTAaTWPROBATE, YTO Gea nomMown HpEEDUXpEHHTE]’IEI:‘I MEl HE CNRaBUMCA.

O xofe paccnedoBaHuA M BCEX HALIMXK LLArax, HAanpaBneHHLIX Ha BO3IBRAET NOXWLLEHHLIX CRPELCTE, MEl Gygem
WHOpMUPOBATE BCEX KNWEHTOB B HOBOCTHOM NEHTE HA 3TOI CTPAHUUE, 3 TAKKE B HALIWK otMLNANEHEX MpYNNax B cow,
CETAX.

CerofHA, EMECTe ¢ 3TMM 3aAENeHWemM, A NYDNUKYK B HOBOCTHON NeHTe NoJaHHOe HaMi 3afENeHne B
Fenepanexyto MpokypaTypy 1 ero Homep.

370 3aAENeHWe W ecTe Hawa Oopsha — Gopsba 3a npaegy v cnpasegnueocTs! A npowy kaxgoro 3 Bac nogknounTsCA K -
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CneBa Ha npaBo: CepebpsaHHbIN
npusep ONMMNUNCKUX Urp - eHunc
BepuHunk (yKkp. 6okcep), MpuHL, -
MakcummnnmnaH ®oH fabcbypr,
YemnuoH OAMMMOUNCKUX UTp -
Anekcanap Ycuk (YKp. 6oKcep),
[BYKpaTHbIN ONMMMUNCKUIA YEMITUOH -
Bacunui lomaueHko (ykp. bokcep).
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Bnor
Bacunuit Nlomayenko Pouyna Koacuua Bacunuit Nlomayenko
MOCETHN MOGQWHOK  Wavan NOArOTOBKY K MPOOMKAET
BUKTOP MOCTON-TIyKAC ~ NOEAMHKY NPOTHB NOATOBKY K NOE/NHKY
Matncce Bacunus flomaveHko Ha3HaYeHHOMY Ha 7.
HOAGPA (POTO)
Mot 6nor Mowu apy3bs

AnekcaHap Ycuk: «f rotoe gpatbea ¢ nobbiM 13 d
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Kak K HaM nNpouTu Ha HoBOoKy3HeuKou (MaTHuuKomn)? NMoapobHas cxema ¢ PpoToO:

8UHB3MQOO0Dd 9.LUEBLIQ B

timberland agpec

KOpOTKO O HaleM Mmara3uvHe TMMﬁepﬂeH}],

B Hawe BpeMa HenpocTo HaWTu timberland B MOCKBe MO HOPManbHbIM LeHaM! MO3TOMY MHOTMe UWYT - TAe KyNuTb
TuMmbepneHant

TumbepneHna MarasvHbl B MOCKBE HAXOAATCS HelaNeKo B TOProBbIX UEeHTPaXx, HO LeHbl Ha TuMbepneHAbl B HUX OCTaBAfIOT
AenaTtb nyywero!

MMeHHO NO3TOMY Mbl pelwunu npoaasatb TuMbepneHs 8 MOCKBe MO LeHe, Ha 20%-30% HuXe PbIHOYHOW B 3aBUCUMOCTU OT
Ce30Ha, a TaKxe pafosaTh NOKynaTenen NOCTOSHHLIM HaMYMEM Ha CKnaje v OTCyTCTBMeM npeaonnarthi!

UuwuTe n Haxogute 6oTuHKkK timberland 8 MOCKBe Ha HaweM canTe — www.Timberlands.ru

www, timberlands.ru/gde-kupit-timberland-moscow. html
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Kak K HaMm npouTtu Ha HoBoKy3Heukou (IMaTHuuKou)? NMoapobHasa cxema ¢ PoOTO:

KopoTKko 0 Hawem Mara3smHe Tumbepnenp,

B Hawe BpeMsa HenpocTo HauTu timberland 8 MOCKBe MO HOPMaNbHbIM LeHaM! MO3TOMY MHOTUE ULLYT - TAe KyNnuThb

TuMbepnenabl

TuM6epner. MarasvHbl 8 MOCKBE HaAXOAATCA HEAANEKO B TOPTOBbIX LEHTPAX, HO LUEHBI HA THM6epIIeHAH B HUX OCTaBAAKOT

Menatb nyywero!

WMEeHHO NMO3TOMY Mbl PeWUaKn NpoaasaTh TuM6epner. B MOCKBE MO ueHe, Ha 20%-30% Huxe PbIHOYHOW B 3aBUCUMOCTY OT
Ce30Ha, a Takxe paaosaTh NOKynatene nOCTOAHHLIM HaNUYMEM HA CKNaje v OTCYTCTeMeM npegonnarhi!

Nuiute u Haxoaute 6oTuHKM timberland 8 MOCKBe Ha HaweMm canTe — www.Timberlands.ru
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RAY BAN bPEHA KATAJIOT MOZEJEW RAY BAN 2014 AKLIMA OOCTABKA FAPAHTUA KOHTAKTDI

Kommentapun T OoGaeuts

AnToH CTpenbueHko
Bel mo OTPETb Ha Haluu ) *Cynep ouku! Cnacubo 3a GeicTpyto
HOBWHKM B ) J : aocrasky.”

Hatanua Toncteix:
"Bee 6bicTpo goctasunu, cnacubo! Co
ckugreoin 10% no kapte )*

Mapua PesHukoBa

“Xopolwnit MHTEPHET-MarasmH,
pexkomeHayto.”

r-A-some-00 B

PSESITIDPDEOOON

WHTepHeT-marasuH www.raybanoriginal.ru aEnserca cneunanusmposaHHbIM MarasmHomM no npogaxe oukoe Ray Ban. Mbi paboTtaem yoxe Gonee 5 net u 3a 370 BpEMA CTanu BEQYLLUM
marasusom Ray Ban e Poccun. Mel - oduunansHbie npeacrasuteny komnadum Ray Ban. Bea npogykumns ceptuduumnposana. Bee ceptudunkatel kayecTea NpeAcTasneHbl B Halem
LWoYy-pyMe.

raybanoriginal.ru/catalog-modeley.html )
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From: To: counterfeit@timberland.com
Subject: Checking counterfeit site

A Anwda-banu
Greetings —

| would like to ask if http://www.timberlands.ru/ is official reseller and do they sell legitimate

%’

Thank you in advance

BR

---------- Forwarded message ----------

From: Kristine Scholtz <Kristine_Scholtz@vfc.com>
Date: 2014-12-09 21:50 GMT+03:00

Subject: RE: Checking counterfeit site

To:

I confirm that the site you reported is not related to or authorized by TBL Licensing LLC or its affiliates

("Timberland"). Timberland is well known throughout the world for its rugged outdoor premium quality footwear, apparel
and accessories sold under the Timberland® brand name. We aggressively take action against counterfeiters and persons
infringing our trademarks. Therefore, an investigation has been initiated into this website.

Thank you for your interest in Timberland® products and for reporting this site to us.

Respectfully,

Kristine Scholtz

Paralegal - Brand Protection

TBL Licensing LLC - US Branch
200 Domain Drive

Stratham, New Hampshire 03885
P:+1.603.773.1514

E: kristine_scholtz@vfc.com
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©aiin  Mpaska Bua  MsBpankoe  Cepauc

% CBEPBAHK

Bceraa pasom

SBTB24 A anasom

Akuus «3onoTan oceHb!s
«CBepbank» coBMecTHo ¢ MapTHepamu « MTC bank, Anbda-bank, BTh24, Tunbkodd, Pycckuin Ctangapts
napart go 75 000 pybnei noanbHbIM KITMEHTaM Ha DAHKOBCKWW CHET.

Mubi noanpasnsiem, Bbl okasanuch cuacTnMBbIM NoceTuTenem!!!

Mony4uTs NpKU3 »
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Qalin  Mpaska Bua MWsbpadHoe  Cepsuc

% CBEPBAHK

Bceraa pasom

CerogHa, 14:43

Banwrta sauncneHuna: Pybnun

Homep kaptel / Card number

0000 0000 0000 0000

Cpok geiicteva / Valid through

MM v 7 TT

MonyunTb AeHbIM

CaiT ABNAeTcA CpeAcTBOM MaccoBod MHopMaumu. HoMmep cengeTenscTea: 3n Ne OC 77 — 24991, [lata peructpauuu: 30.06.2006. @ 2015 OAO «CGepbaHk»

[Tony4yeHue npusa Ha DaHKOBCKYIO KapTy

Verified by
VISA

MasterCard
SecureCode

\pcit
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P

*) [lOMO>XXeM BEepHVYTb
< neHorn n3s Popekc

ncnosab3ya rapadtum Visa n MasterCard!

OcTaenTb 3aABKY

e G
.X Bonee 40% waHc Bg Bbl cnpaBuTech 3a 4 Yaca! CpOK OXXUAAHUSA
BEPHYTb BNOXEHHbIE AeHbIN! Mbl caenanu 3a sac oT 60 80 180 aHen,
B8Cto BymaxHyo paborty! B 38BMCHMMOCTH OT DaHKa.

Balwn aeHbru
eLle MOXHO cnacTtu!

Mbl ymeem BO3BpaLLaTh AeHbIi 13
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Ka K M H e Be p H yT b MNoaxoauTe NO BCeM NYHKTamM?

HemepgnenHo obpawantecs!

Haw cnoco6 nopgxoaut HE BCEM
HO e Bel: ? . —“

CBOW AeHblrn?

BeoaAWIM AEHbIM NAACTUKOBOW KapToM
Visa nnm MasterCard

OcCTaEnTb SdABKY

Beoawnu neHbrn He paHee
14 anpensa 2014 ropa.

BeoaunM 3HauyMmMyto ana ceba cymmy,
4yTOBbI NOTPATUTL BPEMA M HEPEI
Ha BaHKOBCKYIO BIOpOKpaTHIO. 3)

Kak paboTaeT npoueaypa
ChargeBack?

-
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[ToyemMy 3TOT cnocob paboTaeT
N JrioaamMm yaaeTcd BeEpHYTb CBOW ,EI,EHI::-FM?

=

3akoH 0 3awmTe noTpebutenen
Ha CTOpoHe gepxaTtenen
NAACTUKOBbIX KapT

®

] —

Cxema BO3BpaTa YHUBEpCanbHa
W CTPOro perjaMeHTUpoBaHa

Mpn nomowm ChargeBack
Bbl MOXETe BepHYTb AeHbrv
[axe 3a NpocTyio
MOKYMNKY B MarasuHe

Ceiyac mbl obpabaTbiBaem
3aABKM Ha oBLWyIo cymmMy
57,500,000 pybnen!
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KTO Mbl Takmne?
Hawa ncropus

OpHax b Mbl noTepsanu 2,000,000 pybne.

JymMas, Kak ux BepHyTb, HaTONKHYNMcb Ha ChargeBack
Ctanu pasbupatbca kak oH paboTaeT Ha NpakTUkKe
MHOTrMe MHBECToPbI, YATawLWMe Haw Baor,

Toxe 3axoTeny onpoboeaTh ChargeBack Ha cebe..

Cenyac y HacC 3a NaeYyamm
Honee 100 npoeeaeHHbix ChargeBack'oe
Honee 30% W3 KOTOPbIX 2aKOHYMANCL BO3BPaTOM feHer!

MpucoeanHanTeck!

BepHuTe OeHbIrn

N3 PYK MOLUEHHKWKOB!
[MoNHOe CONpPOBOXAEHNE ChargeBack
M rapaHTUA KadyecTtea!
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CEMEA Security Summit 2015
Enhancing Security through Innovation
28-30 April 2015 | Grand Hyatt Dubai, UAE
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supporting Visa's efforts to maintain trust and security
in the payments industry in Russia for the year 2015
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