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O paccMoTpeHHH 00palleHHs

YBaxaemsiii Anekcelt ApHOJIBIOBUY!

HenaprameHT uHpopMauroHHOH OezonacHoctu banka Poccum paccmotpen
obpamenne Accomumaruu «Poccust» ot 14.03.2024 Ne 02-05/248 mo Bompocam,
CBSI3aHHBIM C obecrieueHHEM nHGOPMAaLIMOHHON Ge3omacHOCTH
U UMIIOPTO3aMEIEeHHUs, ¥ COOOIaeT CleqyromIee.

Ilo Bompocy 1. B coorBerctBum ¢ myrkToM 4.1 ITonoxenust banka Poccun
Ne 683-IT" u mynkrom 1.2 ITomoxenwss banka Poccum Ne 821-I17 kpemuTHEBIE
OpraHu3aliyd  JO/UKHBI OOECHEYUTh HCIIOIB30BAaHHE IS  OCYILECTBIICHHUS
0aHKOBCKHX oIneparuit IIPUKIAJHOTO IIPOrPaMMHOT0 obecrieyeHus
aBTOMATH3UPOBAHHBIX CHCTEM U IPUIOKEHHUH, PaCIpPOCTPAHAEMBIX KPEIUTHOH
OpraHu3aliell KIHEHTaM 11 COBEPIICHHA ACHCTBHM B LEMAX OCYIIECTBIICHHS
0aHKOBCKHX OIIEpalMi, a TAaKXKe IPOrpaMMHOro obecreyeHus, 00padaThIBAOLIICTO

3al0MIIAeMyl0  HMH(QOpPMALKI0O Ha y4YacTKaX, HCIONb3YEMBIX JUIsl [pHEMa

! IMonoxenne Banka Poccum or 17.04.2019 Ne 683-I1 «O6 ycraHopieHHM 00S3aTENbHBIX M8 KPEIMTHBIX
opragusanmii TpeboBaHKH K obecriedeHHI0 32K Thl HHGOPMALIMHK [IPH OCYLIECTBIEHHH OAHKOBCKOM J@ITelbHOCTH B
eI MPOTHEOAEHCTRMA OCYILECTRISHHIO TIEPEBO/IOB ISHEXKHBIX CPEACTE 6e3 COrnacHs KIHSHTay,

2 TTonosxenue banka Poccuu or 17.08.2023 No 821-I1 «O tpeboranuax K 06ecnedeHHIO 3a1MThl HHPOPMALKMH [PH
OCYIIECTBICHHH TIEPEBOJIOB JICHEKHBIX CPEICTB W O MOpsjKke ocymecteneHns bamkom Poccnn komTpons 3a
codmonenneM TpeboBaHMH K oOecneyeHHIO 3alUThl MHGOPMALHH TIPH ocyuecTBﬂeHHH TIEPEBOJI0B JICHEKHBIX
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9ICKTPOHHBIX COOOIIEHUH K HCIOJIHEHHIO B aBTOMATH3MPOBAaHHBIX CHCTEMax
¥ TIPUJIOYKEHUAX C UCIIONB30BaHUEM HH(OPMAIMOHHO-TEICKOMMY HUKAIIHOHHOM
ceTn «VIHTEpHET», NPOINEANIMX CEePTHOUKAMIO B CHCTEME CEPTHU(QUKALMN
dezepallbHON CIIYKOBI IO TEXHHYECKOMY H SKCIIOPTHOMY KOHTPOJIXO HJIH OLCHKY
COOTBETCTBHS I10 TPeOOBAHUSM K OLIEHOYHOMY YpOBHIO jfoBepus (mamee — OVY/I)
He Hike yeM OV/] 4 B cOOTBETCTBHH C TPeOOBAHUAMHU HAIIMOHAILHOT'O CTaHIapTa
Poccuiickoit ®eneparuu TOCT P UCO/MOK 15408-3-2013 «HMudopmarinonHas
TexHOJ0rHs. MeToabl ¥ cpeacTBa obecnedenus OezomacHocTH. Kpurepuu ONCHKH
OesomacHocTy uHbGOpPMAMOHHBIX TexHonoruit. Yacte 3. KOMIIOHEHTHI HOBEPUs
K 0€30MMacHOCTIY.

BmecTe ¢ TeM, B COOTBETCTBHM ¢ moamyHKTOM 5.1 mymkra 5 Ilomoxenus
banka Poccun Ne 683-I1, LISt obecrieyeHus LEJIOCTHOCTH
3IIEKTPOHHBIX COOOIIEHUI M MOATBEPKACHUA X COCTABICHHS YIIOIHOMOYCHHBIM
Ha 3TO IIMIIOM KPEJMUTHHIE OPraHU3aIlMM JOIDKHBI 00ECHeYMBaTh PEaTH3ALMIO
Mep IO MCIOJIB30BaHUIO YCHIEHHON KBATH(DHIIMPOBAHHOM 3J€KTPOHHOH IOIIIHCH,
YCHWICEHHOH HEKBAJIM(ULIMPOBAHHONA 3JIEKTPOHHOM IIOANMCH HIH  CPEICTB
Kpunrorpadpuaeckon 3aLLUTDI uHpOpMAaINH, peATH3YFOIIHX
(QYHKIMIO IMHTO3aIIMTEL  WHQOpMAIMK ¢  ayTeHTH(HKALMEH  OTIPaBUTENA
COOOIIEHMS.

B pamkax peamusanuu TpeOoBaHME ab3ama BTOPOro MOAITYyHKTa 5.1
nyHkTa 5 [Tonoxxenust Banka Poccun Ne 683-I1 mpu mojanmucaHuy 3I€KTPOHHBIX
cooOIIeHnH JIOITYCKAETCs HCIIOJIb30BAaHUE HHBIX aHaJIOTOB
COOCTBEHHOPYYHOM MOJMHCH, KOJIOB, Iapojedl M JAPYIrHX CPEACTB IPH YCIOBHH
WCIIONIE30BaHUS CPEICTB Kpunrorpahuaeckon 3aIIUTHI uH(pOpMaLIUHY,
peanu3yromux (QYHKIHAIO HMHTO3ALIMTHl HHOOPMAalUH C ayTeHTHHKaIHEH
OTIIPABUTEIISI COOOIICHHS.

C y4EeTOM BBIIIEHU3II0KEHHOTO B ciyyae MIPUMEHEHUs
TEJICKOMMYHHUKAITMOHHOTO KaHaja «JJIEKTPOHHAs IoYTa» [JId  IOIy4YCHHS
[OJITACAHHBIX 3JIEKTPOHHOH TIOAIMCHI0 PACHOPSDKEHMM KIMEHTOB Ha ICPEBOX

ICHEKHBIX CPEICTB B JJIEKTPOHHOM BHae TpeOopamms myHkTa 4.1 Tlonoxenws



Banka Poccunt Ne 683-I1 u mynkra 1.2 Ilonoxenus banka Poccum Ne821-I1
HE COOJIOIA0TCA.

O6pamiaem  BHWManpe, dYro bamk Poccusr HE  paccMaTpuBacT
KOHKPETHBIE peali3allil M TEXHHYECKHE PEIIeHHs, TaK Kak, B COOTBETCTBUH
co crateell 56 Menmepanproro 3akoHa ot 10.07.2002 Ne 86-®3 «O IleHTpansHOM
6anxe Poccuiickoii ®enepannu (banke Poccun)», bank Poccun He BMEIMBAaeTCA
B OIIEPATHBHYIO JESTEIbHOCTh KPEJAUTHBIX OPraHM3aliil, 3a HCKIIOYEHHEM
CIIy4aeB, PeayCMOTPEHHBIX (eaepalbHbIMU 3aKOHAMHU.

[Io wompocy 2. CormacHo  MeroauyeckuM  PEKOMEHIALMAM
110 B3auMoeiicTBHI0 KpeauTHsIX opranuzamuii ¢ MBJl Poccun u ®CBb Poccun
B LIEIAX TIPUHATHS MPOLECCYaTbHBIX PELIEHUH TPH IMPOBEACHHH KOMIBIOTEPHBIX
aTak B OTHOIICHHH OOBEKTOB KPUTHYECKOHW HH(OPMAIMOHHOH MH(PACTPYKTYpPEI
ot 26.10.2023 Ne 15-MP o6pamenue 8 MB/] Poccun 1 @Cb Poccuu ¢ 3as1BlIeHEEM
00 MHIMIEHTAX SBJISCTCS IPABOM KPEAUTHOM OpraHH3aIlHH.

ITo Bompocy 3:

1) B coorercTBuE ¢ ykasamu IIpesunmenrta Poccuiickoin @enepanuu OT
30.03.2022 Ne 166 «O Mepax 1m0 00ECIIEYCHHIO TEXHOIOIHIECKOH HE3aBHCUMOCTH
1 0€30IIaCHOCTH KPUTHYECKOW HH(OpManuoHHON HMH(pacTpykTypsl Poccuiickon
denepanum» 1 ot 01.05.2022 Ne 250 «O DOMONTHUTENBHBIX MEPAX 0 00ECIECICHHUIO
undopmarmonHoii  GezomacHocTH  Poccumiickok  @Pemepanuu» - 3amnpernacTcs
HCIONB30BaHME HMHOCTPAHHBIX PELIEHHNA Ha 3HAYMMBIX OOBEKTaX KPUTHYECKOH
HH()OPMALHOHHOM HHPpacTpyKTyphl Poccuiickoi Deneparii;

2) pe3yIbTaTOM IPOBEAEHHOTO KaTerOpPHPOBaHHA OOBEKTOB KPUTUYECKOH
nHbOpMauoHHol  mH(pacTpykTypel (manee — KHWM) MOXHO CUHMTaTh
noareepxaeane or ®CTOK Poccun. Bmecte ¢ TeM IpocuM yBenOMJIATh baHk
Poccuu 0 pe3ylibTaTax IMPOBEIEHHOI0 KaTerOpHpPOBaHHS,

3) B cOOTBETCTBYH C ab3ameM BTOPBIM cTaThu 57.5-1 DenepaibsHOro 3aK0Ha
ot 10.07.2002 Ne 86-®3 «O Ilenrpansnom banke Poccuiickoit ®enepanuu (banke
Poccun)»  KpemWTHBIE  OpraHu3allid  00s3aHBl  OCYNICCTBIATH  3aKyNKH

HHOCTPAHHOTO MPOTPAMMHOTO O0OECIEUCHHs, PAaJUO3IEKTPOHHON IIPOIAYKIHH



1 TEJIEKOMMYHHUKAI[HOHHOTO 000pY/I0OBaHUSA, B TOM YHCIIE B COCTaBE MPOrPaMMHO-
alIapaTHBIX ~ KOMIUIGKCOB, a Takke 3aKylmKH  yCIyr, HeOOXOIUMBIX
JUTA MX UCIIONB30BaHMUS Ha TIPUHAIEKAIUX UM 3HAYMMBIX 00BEKTaX KPHTHIECKOH
uH(OpMarHOHHOH HHPpacTpykTyphl Poccuiickoii dDejiepanuu, B COOTBETCTBUH
¢ cornacoBaHueiMu Bankom Poccum 3asBkamu. B cioydae ecim opraHu3anus
[IaHUPYET COBEpIIAaTh YKa3aHHBIC 3aKyIKH, TpeOyeTcs coriacoBanue ¢ baHkom
Poccuu;

4) cpokd Tepexofa B YacTU INPOrpaMMHOIO OOECHEYEHHS YCTaHOBIICHBI
noctanoBieHueM IIpasurenscTea Poccuiickoit @eneparmu ot 22.08.2022 Ne 1478
«O6 yTBepKAeHuH TpeOOBaHWH K NPOIPaMMHOMY OOECIEYEHMIO, B TOM YHCIE
B COCTABE IIPOrpPaMMHO-ANMapaTHBIX KOMIUIEKCOB, HCIIONB3YEMOMY OpraHaMu
rOCYIapCTBEHHOM  BJACTH,  3aKa3dMKaMH,  OCYIUECTBIIIIONUMH  3aKYIIKU
B cOOTBeTCTBMM ¢ DenepanbubiM 3akoHOM Ne 223-03° (32 HCKIIOYEHHEM
OpraHu3aluil ¢ MyHUIMIIATIBHBIM Y4aCTHEM), Ha NPUHAUIEKANIMX UM 3HAYUMBIX
00BEKTaX KPUTHYECKOM HH(MOPMAIMOHHOH HHOPACTPYKTYpPEl POCCHHCKOH
deneparuu, I[lpaBun cornacoBaHWs 3aKyIOK HWHOCTPAHHOTO IIPOTPaAMMHOIO
obecredenns, B TOM YHCJIE B COCTaBe IPOTPaMMHO-alIapaTHBIX KOMILICKCOB,
B LEIIX €ro MCIOJh30BAHMS 3aKa3uMKaM{, OCYIIECTBISIOIUMH  3aKYIIKH
B coorBercTBuH ¢ @enepansHeiM 3akoHOM No 223-03 (32 HMCKIIOYEHHEM
OpTraHHU3aIfil ¢ MyHUIUIAIBHBIM YYacTHEM), Ha NMPHHAIICKANUX UM 3HAYMMBIX
00beKTax KpuTHYecKoW uHGOpPMAnHMOHHOH HH(pacTpykTypel Poccuiickoi
depnepanuy, a TakKe 3aKyNOK yCIyr, HEOOXOOMMBIX IJIA HCIOJIB30BAHHS ITOTO
mporpaMMHOrO ofecmeueHus: Ha Takux o0Obekrax, u IlpaBun mepexona
Ha IIPEUMYIIECTBEHHOE HCTIOIB30BAHHE POCCHICKOTO MPOTrPaMMHOTO
obecrieueHusd, B TOM YHCJE B COCTaBE IIPOrpaMMHO-aNIapaTHBIX KOMIIIEKCOB,
3aKa3YMKaMH, OCYINECTBIIIIONIMME 3aKyNKH B COOTBETCTBHHM ¢ DemepanbHBIM

3akoHOoM Ne 223-®3 (32 HCKIOYEHHEM OpPraHM3alMi ¢ MyHHLUIATLHBIM

3 @enepansHbii 3akod or 18.07.2011 Ne 223-@3 «O sakynkax TOBapoB, pabot, ycoyr OTASHBHBIMH BHAAMH
IOPUAHYECKHX JIHLD).



ydyacTHEM), Ha IPUHAIICKANIAX WM 3HAYAMBIX OO0BEKTaX KPHUTHYECKOM
uH(DOpMaMOHHON HHpacTpyKTyphl Poccuiickoi Denepanumy.

Cpoku mepexoga B 4YacTH I[POrpaMMHO-ANIapaTHBIX  KOMILIEKCOB
YCTaHOBIEHBl ImocTtaHoBIeHHeM [IpaBurensctBa Poccuiickoii  ®enepanuu
or 14.11.2023 Ne 1912 «O mnopsagke mepexoja CyOBEKTOB KPHUTHYECKOHN
nHPOPMALMOHHOM HHPPACTPYKTYPEL Poccurickon Denepanyu
Ha MIPEUMYIIECTBEHHOE IIPUMEHEHHE JIOBEPEHHBIX IPOrPaMMHO-AIIIapaTHBIX
KOMIUICKCOB Ha IMPHHAUICKANIHX WM 3HAYUMBIX OOBEKTaxX KPHUTHYECKOH
nHpopMannoHHOM uH@pacTpykTypsl Poccuiickoii Menepanumy.

ITo Bompocy 4. B ciaydae ecniu KpeUTHBIE OpTaHU3aIMK IIPEANONaraloT, 4To
ux 00bekTel KM MOTyT cTaTh 3HAYUMBIMHU 10 HACTYIUIEHHs CPOKOB peallM3alliu
mepexona Ha NPEUMYNIECTBEHHOE IIPUMEHEHHE POCCHHCKOrO IIPOrpaMMHOIO
obecniedenus, OTE€YECTBEHHBIX PaHO3IEKTPOHHOH IPOIYKIHH
U TEIIEKOMMYHHUKAIITHOHHOTO0 000pY/I0BaHMs, B TOM YHCII€ B COCTABE IIPOrPaMMHO-
anmapatHeix komiutekcos (ITAK), um cregyer 3a6naroBpeMeHHO HagaTh padboTy 110
NEepexoy Ha TAaKWE PEHICHHsS H, COOTBETCTBEHHO, pa3padoTaTh U COIJIAcOBaTh
c bankom Poccum COOTBETCTBYIOIHE IUIaHBI MeEpompHATHH. B ciydae ecnu
IIPUCBOEHUE KaTeropuu 3HauuMocTH 00bexTy KWW mpowusoiimer mocime CpoOKOB,
ycTaHOBIeHHBIX  [IpaBuTenscTBOM  Poccumiickoii  ®enepanuu, KpeauTHAas
OpraHu3alys JOJKHA OCYLIECTBUTH IIEPEX0] HA POCCUHCKHE PELIEHHs Ha JaHHOM
00BEKTE J10 3aBEPIICHUS MIPOIECCa €r0 KaTerOPUPOBAHHMSL.

ITo Bompocy 5. Mudopmanuo o mare u BpeMeHH M00aBIICHHSI PEKBU3HTA
B 0a3y HaHHBIX O CIy4YasX M IIONBITKAX OCYLIECTBIEHHUS IEPEBOAOB ACHEKHBIX
cpenctB Oe3 M0OpOBONBHOTO corjiacus KiueHTa (mamee — 0Oa3a JaHHBIX)
IUIAHUPYETCS BKIIOYWTH B JOMOJIHUTEIBHOE TMOJE g pekBU3UTOB B AC «Dun-
AnTudpony.

[Tpu 3TOM coobMIIaeM, YTO CPOKH ITpUMEHeHHS HHPOpManuy u3 06a3bl TaHHBIX
IIpPEeABAPUTENLHO OIpEeAesieHsl B IPOEeKTUpyeMoM Ykazanun banka Poccun
«O ropsiike HamnpaBJIeHUs OIepaTopaMy IO IIEpEeBOAY JACHEKHBIX CPEJICTB,

orcparopamMu IIaTCXKHBIX CHCTEM, oIrcpaTopaMu yciyr IIATE)KHOU



UHPPACTPYKTYpHI, ONeparopaMu 3IeKTpoHHBIX Inardopm B bBank Poccun
HHpopManuKu 000 BCeX Ciiydasix u (WJIM) IOMBITKAX OCYILECTBIICHHS IEPEBOJIOB
JEHEKHBIX CPEJICTB 0€3 T0OPOBOIILHOIO COIJIACHsS KIIMEHTA, IMOPSIKE IOIyICHHUs
umu 0T banka Poccuu mHpOpMaliny, coiepikarieiics B 0a3e JaHHBIX O CIIydasx
H MONBITKAX OCYLICCTBIEHMS MEPEBOJIOB ACHEXKHBIX CPEACTB 0e3 10OpPOBONBEHOTO
coryiacus KIMEHTa, IIOPsIKe 3alipoca U monydeHus: bankom Poccuu y onepaTopos
MO MEPEBOAY AEHEKHBIX CPEACTB, ONEPATOPOB ILIATEKHBIX CHCTEM, OINEPaTOPOB
YCIyr TUIATEKHOM HMHOPACTPYKTYphl, ONEPATOPOB HIEKTPOHHBIX IUIATHOPM
uHpOpPMalMK O IEepeBOAaX MAEHEXHBIX CPEICTB, CBI3aHHBIX C IEPEBOJAMMU
JEHEXHBIX CPeJICTB 0€3 JOOPOBOIBHOIO COTIIACHS KIIMEHTA, B OTHOIIEHUH KOTOPBIX
0T (enepaabHOr0 OpraHa HCIOJHHUTEILHOH BIACTH B cepe BHYTPCHHHX IEi
IIOJIyY€HBI CBEIEHHUS O COBEPILIEHHBIX IPOTUBONPABHBIX ICHCTBUAX B COOTBETCTBHHI
¢ JacTer0 8 crareu 27 DenepansHoro 3akona ot 27 utona 2011 roma Ne 161-D3
«O HaIMOHAJILHOM IUIATEKHOM CHCTEME», a TakXkKe O MOPAAKE pealu3aldd UMH
MEPOINPHUATHH II0 IPOTHBOAEHCTBHIO OCYLIECTBICHHUIO IIEPEBOMOB JIEHEKHEBIX
cpencTs 6e3 J0OPOBOJIBHOIO COTIacus KIMEeHTa» (MIPOeKT ykazauus banka Poccun

B3aMeH YkasaHus banka Poccum ot 09.01.2023 Ne 6354-V).

H.o. nupextopa [lenapramenta
UH(POPMAIIOHHOM 0€30TIaCHOCTH A.O. BribopHOB



