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Gemalto — nugep B mnnemeHTaumm bMoMeTpuUYECKNX TEXHOSOTUI
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KOHTEKCT NCMNOMb30BaHUA
BUMOMETPUYECKNX TEXHOSOMMA B
doMHaAHCOBbLIX CepBUcax




HekoTopble NpOeKTbl BHEAPEHUS NULIEBON BDMOMETpUN B BaHKax
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= GULF BANK

Tangerine”

Forward Banking

Sumitomo Mitsui Financial Group began facial recognition payment trials.

An update to US bank Citi’s mobile banking app allows customers to log in using a
range of biometric authentication methods, including facial recognition.

A facial biometric authentication service for money transfers has been launched by
Korea International Trade Association.

BBVA bank is offering new customers in Spain the chance to open an account using
their mobile phone with face recognition to verify their identity.

Brazilian consumers can now sign up to mobile and online only bank Neon by taking
a selfie with their mobile phone.

Customers of Gulf Bank Koweit can now log in to their mobile banking app by
scanning their face.

Scotiabank-owned direct bank Tangerine is reportedly experimenting with facial
recognition technology on mobile devices.
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BHeaopeHne GnomeTtpmmn B MOBUIbHBIX (PUHAHCOBLIX CEPBUCAX

The bCItﬂe Of biometric SeCU I‘ity COming il"l Commonwealth Bank launches facial

recognition login for iPhone X

From Friday, iPhone X users will be able to use Face ID to log on to the CommBank app
@ By Asha ML an | November 3. 2017 - 06:36 GMT (2336 PDT) | Topic: Banking

How biometric authentication will replace passwords and 2FA for better mobile security in today’s world.

HSBC introduces facial recognition to its
mobile banking app in China

®© octs, 2017 | Justin Lee

JCB tests multipurpose biometric authentication

Mastercard eyes biometric totality by 2019

Written by Antony Peyton 24 Jan 2018 '

U.K. Mobile Banking Apps Begin Offering Face
ID Authentication Support mn

Gulf Bank Kuwait gets biometric

insighs authentication
Bank of America exploring use of iris, facial i i
recognition technologies Blomemc " B Rian Boden - 2 June 2016
(@ Sep27,2017 | Justin Lee i i N
- - - - aUtnenthatlon - Customers of Gulf Bank Kuwait can now log in to their mobile

China tech firms bypassing privacy concerns S e banking app by scanning their face or fingerprint through

. ags biometrics part of security that
to apply facial recognition F R e

experience.
(® Jun 11,2017 | Justin Lee
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Business value-add, adjusted for uncertainty
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FIGURE 1 TechRadar™: Blometric Authentication, Q1 2017
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OTneyaTok Nanbua:
* YcTonumsoe pasBuUTUE
* 3penoctb vepes 3-5 ner

Jnyo:
e YcTonumsoe pasBuUTUE
* 3penoctb vepes 1-3 roaa

dNeKTpoKapaguorpamma:
* BbI)KMBaHUe
e Cragma yctomumBoro pa3sutua yepes 3-5 net

fonoc:
e YcTonumBsoe pas3BuUTUE
* 3penoctb vepes 1-3 roaa

AHanus nosegeHuUA:
* BbIKMBaHUe
e Cragma yctonumBoro passmutua yepes 1-3 roga

[lpyrne TeXHONOrMN: PUCYHOK BEeH NaA0HU MU NanbLa,
aHa/n3 NOXOAKM, ceTuaTKa rnasa, paayKHasa 060a104Ka

rnasa, reomeTpusa N1ag0HU, 3anaxu.
) ¢
gemalto



buomeTpua Kak yHOaMEHT cTpaTermm BHegpeHus CTporom ayteHTudpmnkauum

PIN

I
|

NCTOYHMK
NIOBEPUA

FacelD

Fingerprint

LLUINPOKOE NCMOJ/1Ib3OBAHNE
OOBEPWE MOJ/Ib30BATE/EN

Multi-Modal
@

O,
Iris @c>

©@ "

@ L~ BbICOKMI YPOBEHb
< |

Face/Voice

BE3OMACHOCTM
@ HEXBATKA CEHCOPOB
|
HOBBIE TEXHOMOMMU
MPUHATUE MOMB3OBATEAAMM BB :
NMOKA NOJ BONPOCOM Bb|6op 33 :
No/sb30BaTeNEeM !

-
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buomeTpua B nupamuge ynpasneHna umppoBon MOEHTUYHOCTLIO

~
Authentication Ox il 0
alliance
User Management
_ Mobile -
Onboarding

Physical-to-digital identity




[ POMEXYTOHHbIE BbIBOAbI

BuomeTpua — 310 peaAbHecTs baHaNbHOCTb PMHAHCOBOW OTPACAU
Naneuy nepexoanT oT cMapTdOHa K APYrMm yCTPONCTBaM
JINLO CTaHOBMUTCA WUMPOKO NonynapHbuim baarogapa Apple

[on10C 1 pagyXHaa 060104Ka r/1a3a NOKa nNog BONPOCOM

gemalto



KnMeHTCKUN onbIT
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bruomeTpua Kak YacTb Hallen XXNU3HU

Unlock
mobile phone

Pay
with our smartphones

Pass
border-control

Withdraw money
from an ATM machine

i

§



YcTanocTtb OT 0e30nacHOCTU

“.first it gives me a logit
then it gives me a site Key
| have to recognize

then it gives me
a password.

So that is enough,
don’t ask me anything else.®

NIST

National Institute of

ecurity seems
to be a bit cumbersome,
just something else to have
and keep up with.”

. - PARTICIPANT 107

Standards and Technology

12
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Phishing SIM Swap

MitM/B SS7
Malware

AyTeHTUdUKaLUUA — YTO Aanblue?

B

Liowssy
[CXONOXOXOXO}
vossoe ®

Maximum _ ESERC
security improve UX
Best security/UX I?lometry o
e improve UX

ccc

YTto BbIOpaTL?
Kak 06begnHuTh?
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A global Assurance Hub

NMOBEAOEHYECKAA
BUOMETPUA

Step up

OAHHbBIE
YCTPOWCTBA

LIN®POBOM
CNEn

OLIEHKA
YCTPOWCTBA ﬁ

FEOJIOKALINA @ AAHHBIE BAHKA
MPODUIIb KITMEHTA

auth
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Knto4yeBble BOMNpPOCHI
cTpaTerMm BHeapeHNsa bMoMeTpum
Ona ayteHTudonkaumm u naeHtTudunkaymm

B (pmHAHCOBOWU cdpepe
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buomeTpusa «Ha bopTy» Unm bnomeTpust «B obnake»?

AoCTOMHCTBA

*  CnyduHr Tpebyet pmM3nyeckoro AocTyna K yCTPOUCTBY

* OrpaHW4yeHMe PMUCKOB NPU aTaKax

*  MuHMManbHble GOPMANBbHOCTUN NO XPAHEHUIO
NepPCOHaNbHbIX BUOMETPUYECKUX JAHHbIX

*  BO3MOMHOCTb MCNO/Ib30BaHUA B perume «odpnamH»

* CrabunbHan bbICTPOTA NCMOJHEHUA NPOBEPKMU

* FIDO friendly

AOCTOUHCTBA

* [lononHuTEeNbHble BOSMOXHOCTU NO MAeHTUPUKaLUK
Nno/sb30BaTeNA, B TOM YMCAEe NPU PErncTpaumm Ha HoBom
MODBUNBHOM YCTPOMNCTBE

* CoxpaHeHMe manoro pasmepa MobUNbHOrO NPUIONKEHMUA

* LnpoKkne BO3IMOXKHOCTM AN1A UCMO/Ib30BAHMA B MY/NbTU-
KaHaNbHOM 06CNYXMBAHUM

HeaAocTaTku

* YBenunuyeHue pasmepa MOOBUNbHOIrO NPUNOKEHUA
(pononHuTenbHo Tpebyetca 20 — 40 M6)

*  OTCYTCTBME BO3MOMKHOCTM NPAMOTO UCNONb30BaHUA
6MOMETPUM ANA MY/IbTU-KAHANbHOIO U TEPMUHA/IO-
HEe3aBUCMMOro 0b6CNYKUBAHMUSA

HeaAocTaTku

e CywecTBeHHble BONpPOCbl 1 TpeboBaHUA NO 3alnuTe
NepPCOHANbHbIX AAHHbIX

*  Puck KomnpomeTtaumm 60NbLINX MACCUMBOB AAHHbIX

* Puck nepexBaTta gaHHbIX B aTakax Man-In-The-Middle

*  Bo3MoXHOCTb cnyduHra c 1t0b60ro ycTpomcTea

* HeobxoanMmoCTb NOCTOAHHOIO NOAK/OYEHMA ANA PAabOThI

*  PuCKM Npon3BOAUTENBHOCTU B MEAJIEHHbIX COeANHEHUAX

gemalto
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MynbsTumMmoganbHasi Unu MoHomMoaanbHas bnomeTpus?

> Multimodal security - "Applying
more than one security control
or countermeasure”

> By combining several biometric
and other factors we achieve a
security that is significantly
higher than each individual
factor

25

20

Sprint
Results

1:1,000,000 FAR

Fingerprintj»:j OAO,QOQ FARV_ _

4 Digit PIN Code 1:10,000 FAR

Entropy (bits)

10

How you How you How you How you Your
swipe move type talk face
Modalities

Google - Project abacus
(Sprint result is a the combined entropy of the modalities)

Multi-Modal

gemalto’




OpurnHanbHble anropuTMbl UMK CTaHAAPTbI?

Quick reminderon FI2O

WHO ? WHAT ?

Industry association foundedin 2013 with

A new authentication standard
250 members / 34 Board Members

; QUuALOMW ARM . = VISA l@l solve the password problem

I D 9] L] promote Biometric authentication

"""""""""""""" ' Microsoft: ' U
rmmne- ;C_';,(,)..gl,e_,','.._,,.,,..: Several standards
! USAA" E ‘""'"'""""""'""-": y __‘ fullyinteroperable : one device can
) - lN‘gl: Nok wto | o @ o Deused toauthenticate on multiple AF: : A b ! i nd
| BankofAmerica ' | | £ SeIVices UAF: Universal Authentication Framework U2F: Universal 2™ Factor
| @ o R SA ~_Daon : (€] Muiti Factor authentication (possession + Login & Password + possession factor
! : ' o) | knowiedge/inherence)
| B 5 1 Y- OT  MORPHO |
\ | ; X publish specs and certify products

i :amazon €7 | paypal | .

AN gemalto

FIDO 2: one new standard (to rule them all ?)

r‘ Authentication using browsers reaching out to authenticator
) Specified at W3C : Microsoft (Edge), Google (Chrome) and Mozilla (Firefox)
planning releases in Q1 2018

18 gemall:o"



Tonbko buomeTpus NN MHorodakTopHasa ayTeHTUPUKaLUnA?

About Strong Customer Authentication and Dynamic Linking
PSD2, Art.97

e !
~=lg w ~=lll

YTo y MeHs ecTb and/or UTo 51 3HatO and/or Kem s aBnsioch

+
8 mmm T D EY

Fingerprint Face  Voice

Device, token PIN or Password

Dynamic link of
transaction to amount and

Independence: compromise of one factor shall not lead to the compromise of any other payee (for payments and
money transfers)

RTS: Article 4 - "the authentication based on two or more elements categorized as knowledge, possession
and inherence shall result in the generation of an authentication code."

19 gemalto’



3awmiaTb (CepbE3HO) NN HET MOBUITBEHOE NPUIIOXEHNE

Fig 3: Smartphone vulnerabilities

What do you fear the most
regarding your smart phone
or apps?

1.9%1 2%

McTouHuk: Gemalto

20

Losing all my data if my smartphane
is lost or stolen for instance

Fraud when | make online purchases
[ex through Amazon, Pay Pal etc...)

Phishing (2 message from my bank asking for
my login and passwords, linking to a fake site
where my login and passwords are stolen]

My online bank account being hacked

| worry that an app | download obtains
personal information from permissions
| gave it

When | run out of battery

| worry aboul a virus infecting my phone
and all my apps

Someone hacking my personal
information such as my pictures
and emails

Gelling malwares when connecting to a
free access Wi-Fi, outside my homefwork

| worry about many apps running on my
phone, what if an app collect personal
data from another app?

Ransomware attacks locking access o
my phone, making it inaccessible until |
pay a ransom

/7 3noymeiwneHHAK

' nonbsosaren. -

KaK cpeny XpaHeHUsa U UCTIOSTHEHUA?

Mpouecc KoMmnNpomeTaunm

Makcumansho @

MaKCHMABHO YCAOKHHTS
YCnOMHMTE

c€o3naHue 3108peAa,
BOIMOMHOCTIA acrasnan
ananuza

@ ' NPUNGIKEHUA H

HaxoMAeHHa

ANOYMBILAEHHNKA
B3NampiBaTe Gonble CAOEB
3AWKTEI

I yAspHmocTeR
PUCHDOCTWHGHHG

Ha Base aHannsa
MOBUABHOTO NPUADMEHHS,
INOYMBIWAEHHHK CO3AAET
IN0Bpes, ANA ATAKK HA
| mOBunHIe npUnoNeHHS.

3noymblwNeHHMK

3N0YMBILIACHHMK
aHanuampyer

pacnpocTpanAeT anospes
11 HBUHHBET NOMUHATE
nNoAsl ero paBoTtel.

cHauMBaeT
npunomerne n
PeruCTPMpYeTCA Kak
NErHTHMHBIR

npunoHeHUe A
NOHUMAHKHA NOTHKK ero
paborsi u yaseumocTeit, |

MHorocnomHasa 6e3o0nacHoOCTb

HaKonneHHbIi ypoBeHb 3aLLuThl

Cnou besonacHocTu

OugeHKa p1cKa Nonb3oBaTens, TpaH3akuMm 1 cpeabl

NpenoTepalleHne yTeuykn AaHHbIX
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Integrated authentication platform

ACCESSING
A COMPREHENSIVE, TURNKEY Gemalto &

@Gemalto

AUMHENTICATIONIRIEATEORM ot s v b

Agg reg ate th e best pa rtn ers digital_ secunty Gemalto - bringing trust
to an increasingly connected world
ThreatMetrix. (@) BehavioSec

One API call / Pre-defined rulesets
RISK-BASED STRONG CUSTOMER

AUTHENTICATION AUTHENTICATION

Multi-factor authentication with
biometrics

World-class mobile security
MOBILE SECURITY

22 gemall:ox



Conclusion and suggestions

» Biometric is about convenience, let user chose, @ &
and keep fall back options eEes

x Balance usability and risk by combining
multimodal biometrics with security to reduce Bios
friction and fraud -

» Make sure it's easy to onboard customers and
their devices

» Make sure you partner with a solution provider
that can help you with all these aspects. Gemalto
is here for you

23 gemalto



24

<[>

</>

</>

</>

</>

3akno4yeHue

BuomeTtpuma moxKet bbiTb YA0OOHOMU ANA KAMEHTa
BuomeTtpuma moxKeT yBennymaaTb 6€30nacHOCTb
BuomeTpua mor<eT nosbiwaTb 3¢pEPEeKTUBHOCTb NPOLLECCOB
Ho... bnomeTtpuma gonrkHa bbiTb CPEACTBOM, a HE LLe/1bHO

BuomeTpuma AonKHA MCMONb30BATLCA B PaMKax MPOLECCOB N PELLEHUH,

B KayecTBe o4HOro n3 ¢paKTopoB ayTeEHTUDUKALUN NN UAEHTUDUKALNM

gemalto



